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ﬂ Process Software

D Directory-Enabled IP
Standards-based foundation for
directory-enabled networks

IP ) IP Management
Directory-centric
IP addressing

€ | Online Services
Domain analysis and
optimization service

Addresing the Net
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Internetworking
TCP! software
‘ TCP/IP
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Addressing the Challenges to
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a4 e-Business Network Challenges

e e-Business apps are driving

/W\/\ next generation IP networks

e e-Business networks require

st
new controls and standards

) e Directories address security,
\,\ \)/ data and user mgmt issues

Control
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e e-Business networks start
with Directory-enabled
infrastructure
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a4 Addressing the Challenge

e-Business Apps

Directory-enabled infrastructure:

Suppliers |Customers| Partners [Employees

10

e-Business Networks

Security | Policy QoS Billing

Directory Enabled

Infrastructure
Directory IP Management
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e Reliability

« Robust standards-based
infrastructure components
ensure high network uptime

e Risk

« Directories provide data
integrity & security across
heterogeneous networks

e Control

« User information can be
assoclated, accessed and

shared with apps and services
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Process Software Solution

Addressing the Net with
Directory-Enabled IP
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gD 1rectory-Enabled IP Management

* Establish relationship
between authenticated
user, address, user
profile and network
usage

User ID Management

« Centralized control of

the address space C .
DNS/DHCP server Address Management Network Provisioning

management

Provision network services:
QosS, policy, billing, service levels,
VolIP, VLAN, VPN

* Extensible Directory
foundation

Standards based, LDAP Directory
interoperability

Process Software
IP Management Solutions
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|IP AddressWorks v2.0

Latest version addresses Directory-enabled
Infrastructure control and management
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10/3/2007 CORPORA TION




e Centralized control and
management of IP Addresses and
| sl o] +3] 8] 1| | robust DNS/DHCP servers

File  Edit Add View Tools Reports  Window  Heln

Heterogeneous (NT, Unix, VMS)

Extensive auditing, logging and
reporting
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|IP AddressWorks 2.0

e Deployment
o Deployment of DNS using Domain analysis tool (DNSworks)
o Flexible import/export

e Enterprise-strength IP management services
« Extensive access control/SNMP management
o Robust, high performance DNS/DHCP services

“...That’s also why it’s essential to have DHCP and a DNS redundant
configuration, so that a failure doesn’t stop a user from logging on. IP
AddressWorks has an intelligent failover process. It’s very resilient.”

Andrew Darling, UMASS

PROCESS SOFTWARE

10

10/3/2007 Process Software Confidential



|IP AddressWorks 2.0

e Foundation for directory-enabled networking
« Directory-centric approach/data shared with other apps
« Unique directory transaction processor ensures data integrity
« Maintains referential integrity between objects in the directory
o Supports multiple directories
o Provides directory-enabled foundation for e-Business

“IP AddressWorks is critical to our network operation. The product’s directory-
centric architecture is a key reason for success. AddressWorks supports LDAP and
Is very flexible and extensible. When thousand of students and faculty log on from
different locations, they are essentially altering their own IP addresses, and this
only works because you have an accessible LDAP directory . .. “

Andrew Darling, UMASS

PROCESS SOFTWARE
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Service Provisioning Example

] e Client requests authentication

e Authenticated client is matched to
o g user data in LDAP directory
§ Authentication P AddressWoﬁ( e Client requests IP address from
5 Server DHCP Server DHCP
o
g ! f e Returned address reflects class of
3 service which is based upon user

data
User Data . .
P Address e Client connects to the network via
Class of Service Router/Switch

e Router/Switch enforces class of
service based on IP address

LDAP Directory

\ 4

Router/Switch e Client receives authorized services
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Directory-Enabled
User Identity Management

orks
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User ldentity Reguirements

e Ability to identify authenticated user
« ldentify and track user log-in/log-out with user profile
o ldentify and track IP address, MAC address etc

e Establish relationship between user and network
o Bind user name, user profile, IP address into unigue identity
« Reflects user persona at specific instant in time

e Enable network provisioning based on user identity
« User persona determines what network services to provision
« |IP address delivers/enforces network services (i.e. Help Desk)

PROCESS SOFTWARE
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User ldentity Management
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Users have different characteristics
(corporate, customer, remote, mobile, etc.)

Network authentication can occur from
multiple IP devices and locations

Heterogeneous networks, data repositories
and authentication facilities present challenges

IPworks resolves authenticated user identity
and creates user/data relationships a Directory

Carrier and enterprise network services access
Directory for user identity information

Allows user-based application and service
provisioning from single repository

PROCESS SOFTWARE 15
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User/Devices

Novell Clients

1@@

Novell Server

Windows Clients
(—)
Windows =4

NT/AD

Radius Server

Remote -
Clients

@

Web Server

S8

Web Cllents
(Unix, Macs, etc)

10/3/2007 Process Software

Process Software  Apps/Net
ID Server(s) Services
PSC
ID Servers

E Policy Server
(Primary)
E Policy Server
(Secondary)

User
IP Address
Policy Profile

Confidential

a4 Policy Management Example

Users/Devices

Users authenticate
themselves to network

ID Server(s)
Establish relationship
between user and network

Apps/Net Services
Policy server provisions QoS
profile based on user ID

PROCESS SOFTWARE
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g Un

Ique Differentiation

e User identity management

10/3/2007

Non-disruptive dynamic user identification management creates
the authenticated user to address relationship within directory

Standards-based design leverages authentication services,
facilitates and lowers deployment cost & enables extensions

e Directories

Leverage IPworks LDAP-based design and PSC expertise to
exploit directory advantages and create innovative directory
APIs and management tools

Standards work with DHCP and user/address schemas
establishes PSC as a leader; IP address and user are the essential
element for advanced network services

PROCESS SOFTWARE 17
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Introducing DNSworks
First Online IP Service Offering

@lorks

PROCESS SOFTWARE
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‘a4 DNS Errors - Costly and Visible

e DNS errors are visible and costly (e.g. eBay & AT&T )
« Corporations lack DNS skilled resources & automation
« e-Business efforts cannot afford DNS server problems

e Complexity and frequency of DNS configurations
o DNS configuration is manually intensive and error prone
 IP networks are dynamic with moves, adds and changes

e Technological advances will increase DNS errors

« Microsoft Active Directory migration
o DNS BIND upgrades

PROCESS SOFTWARE

v
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Introducing DNSworks

Online DNS analysis service that identifies and resolves
network problems before they can affect the network

=l DNSworks - Microsoft Internet Explorer

| 7| 5 = | o 2 TS ]

File Edt View Favoites Took Help ‘

SR

Back Foryisrd

b
Stop  Reesh  Homs | Search Favaites Histoy

o | @ @ S

| Address [&] hitp/ rwwww.drsworks.comedh asp

PROCESS.COM CONTACT US ABOUT US SEARCH

PROCESS SOFTWARE

My Profile

Service Profile

EAQ Create your domain analysis service profile:
Lews group

Support » Enter the Domain to be analyzed,

DNS Resources + Select the frequency you

would like the Domains to be analyzed
res

Beta Testers, Enter to

100 Domains Allowed / 10 Domains Selected
2“;_"5‘"ess ) Frequency When 5’:2'; 52!’;;'; separate Jon
1. |p cccccccc m |ON DEMANDj MNfA = |test@process.:om
2. I\pwnrka com IDAILY j IE oo j Ilest@pmceas com
3. Id mmmmm ks com IWEEKLY j IWED j Ilest@pmceas com
4. |p ddresswarks.cam |MONTHLY j |ZE j |test@process.:om
A [eerr iz e athicmecl [rores [onnEratn =1 s =1 fectmennace ror |
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Analyze Domains
on demand/schedule

Identify DNS errors
via comprehensive tests

Deliver recommended
solutions

Resolve problems before
they affect network

20



Solve DNS Issues in Minutes

Summary Report: test.com

{9 errors and (7] warnings found,

Type Ho. Description

_ 1. Identifies DNS problems
™ 1 An M recard for 2 zone refers to a host name which and summarizes DNS errors
is a CNAME record -

and warnings

Unable to resalve the host name used in the NS, M#

O 1
ar CHAME record for the zone
0 2 There |5 o pT # eDNSworks Error Summary - Netscape
© Error Summary
0 3  The name serw
Message summary:
The name sereer "theserver. problemdomain.com.” is not listed in delegation data 2 PI’OVidES dri I I_down
0 2 ThE name zery Message detail: < ’ -1 : H
The server "theserver.problemdomain.com.” is listed as being authoritative for the zone according detall Informatlon on errors
to the zone data, but there is no NS record for that server in the delegation data. Delegation data -
0 E ThE FEVEFSE FE| and zone data shauld always match and WarnlngS
host name PR
nrn fnafn o dhic senggage:
'T 1 [ l'in the zone data as being authoritative for the zone, but thers is no NS
SOIUtlonS for' test.com 1 the delegation data.
CHANGE
i es not get gqueries for data in the zone.
FROM: [P¥E.process.com, IN Mx 20
md. sparknet.net, . .
: egation data is correct and that the zone data and delegation data is 3. Offers Specrrlc SOI utions
TO: ipw6.process. com, IN Mx 20 >
superdomo.sparklist.com < to resolve DNS errors and
Print -
CHANGE warnings

wovew, ipw G, process.com. IN Mx 10

FROM: md.sparknet.net.

www . ipvE. process,.cam. IN Mx 10

TO: superdomo,sparklist.com
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a4 Conclusion

e Process Software’s leading directory standards &
Directory enabled e-business network infrastructure

e IPworks IP management solutions provide the
foundation for Directory enabled e-Business networks

e |P AddressWorks addresses reliability and control of
Directory enabled IP infrastructure

e |Pworks provides user identification management for
Implementing Directory enabled applications

e DNSworks ensures a reliable DNS infrastructure for
Implementing e-Business networks

10/3/2007  Process Software Confidential PROCESS SOFTWARE
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Recent/Upcoming Announcements

e Unisphere Solutions to OEM Process Software’s IP
AddressWorks technology for broadband, ISP and telco
network management - 1/18

e Process Software releases IP AddressWorks 2.0: Builds
foundation for managing directory-enabled apps and
services - 1/24

e Process Software releases DNSworks: online DNS
analysis and optimization service - week of 2/6

e |Pworks user identity management - Q2/00
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Process Software

Company Background
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Company Overview

e Headquartered in Framingham, MA

e 125 employees

e Privately held, steadily growing and financially strong
e 1999 revenues of $22M

e 5,000 engaged global customers

10/3/2007  Process Software Confidential PROCESS SOFTWARE 25
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Directory & Network Standards

Directory Initiatives Networking Initiatives
e Directory Implementations e DNS and DHCP Standards
« Dynamic address schema « Dynamic address schema
« Directory transaction mgmt « DHCP safe failover & others
« Netscape, IBM, Siemens « DNSBIND 8.X &9.0
e Directory Bodies e DMTF and IETF Standards
« Directory Interoperability « Directory enabled
Forum (DIF) networking
« Directory Standard Mark-up o Common info model (CIM)
Language (DSML) « |ETF - policy networking
PROCESS SOFTWARE 26
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a4 Partnerships
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UNISP
TOMORROW'S TECHNOLOGY TODAY

Process Software Confidential

m NETSCAPE
=l Alliance

DevEdge Memboer

COMPAQ
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